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TFT .-pr OMML H^C^IONS aERVICBS APt*ARATU S A>JT> METHOD 

This invention concerns ftie field of mobile telecammmiioafions and in particolai: the 
areas of voice and text communication! The invaiDtion discloses a techniqije whereby 
bolii innovative servioes and location privacy may be ofi^d on existing mobile 
telephone networks. The invention is ajiplioable in partioulBr to flie GSM j»obilc 
telephony system, ahhou^ in principle the tsohmqtie could be applied to other ^es 
of mobile network. GSM is well defined and specified by intematiomd standards, 
which define the ftinctional blocks and the signalling messages that pass between 

* 

The present application acknowledges Prior art GB 012S721 .8, and extcaids it to cover 
^hoation to tocaiion privacy and nsage privacy, particularly in respect of not 
disclosing location infomiation to iEbreign SMSCs during mobile temrinated message 
dfilivexy. 



The iwveaition will now be described in the context of a text messaging service. GSM 
provides Ihe Short Message Service (SMS) feciliiy which allows short text messages 
to be sent between mobile stations. Message transniission occurs in two stages, the 
first being liansmissiion of the message from the originatrng handset to a short message 
20 service ceatre (SMSC). Secondly, the SMSC then forward* tbe message to the 
destination mobile station. If the destination mobile station is unavailable then the 
SM$C stoi«$ the messa^ and retries detivexy later. 

The GSM short message service is extremely popular and carries ever increasing 
25 levels of ti8f35c world-wide. A large proportion of this traffic is ephemeral. However 
in scone cases it would be desirable to be able to keep a peimanent record of short 
messages^ either seat ta reodved. With the present GSM system this is difBcuJL 
Another nisefel but ourf ently nnavailable faciHty would be SMS diversion whereby 
short messages could be reoeiwd on an altcsmarive handset or diverted to a host system 
30 which could act npon the contents of a message. The present invention solves both of 
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thi6Si& problems and opGiis nxp tlie possibility of 30120017 new types of service ivitih. both 
GSM and voice calls. Examples of uses for this inventioB incliide: 

• Smding copies of Short Messages eilber trmssxdtted. or received by a 
subscnber to an rniwl system for axoMvxng puxposes. 

5 « Div^ion of SMS to an alternative handset or to an equipmeat^ e.g. for voice 

read-bac3c. 
■ I^wfial uxtecception of SMS, 

• IxiteEception of incoming or outgoing voice calls for a subscriber fer tibe 
purpose o£ for example^ recording the call. 

10 

It is known that short messages may be archived by transfegixmg ihem firom the handset 
into A computer using a data Imk and specialised software. However this process is 
slow and incanvenieat 

15 It is known that Signalling Transfer iPoints (STPs) in the network are programmed to 
do address translation between global addresses and the addresses of specific 
equipments or groups of equipments. The STt's provide a level of indirection in 
netwodc addressing. 

20 It is desired to obtain access to the contents of all ^ort Messages delivesred to or 
timismitted by subscribers of a £;iven network, or to obtain access to the aiudio of all 
calls involving subscribers of a given network, by aitangtng for these commumcations 
to pass Huou^ an equipment Or group of equipments. As will be described^ access to 
mobile originated messages is straightforward using known techniques, but access to 
25 mobile terminated messages is not possible u$ing present techniques. For voice calls, 
divetTsion of outgoing calls via an ^uipment is currently possible by the sttb$i53fibet: 
dialling a special number ox code wbich. causes the network to route the call 
accordingly- However diversion of incoming calls dirough an equipment is not 
possible Vising known techniques- The present invendon allows access to mobile 

30 terminated messages, and to incoming calls. The ability to direct all messages or voice 
calls through a common equipment is very powerful and opens the possibility of a 
whole range of new applications. 
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The iiivead.09:i is now desciilTed in the context of Short MsBsagea. 

Two t}?pes of message ne^ to be considered; those that are mobile originat^c^ ve. sent 
5 by the subscribe and tbose that are mobile teinmiated, i-e. received by the subsmber. 
Jjx Hie mobile origiiuited case, it is kaown that dll messa;ges smt by the subscdber will 
be delivered to the Shoit Message Sexvioe Centre (SMSC) in Ms home network. It is 
also known that STPs can be programmed to diveit all mobile originated messages 
through an eqinpmexit for processing pnor to bdng delivered to fhe SMSC. 
10 A suitable equifanent for iroplementiiig the message processing is a Telsis SMS 
Router, 

The global GSM system consists of a number of GSM networks. The Difitwork on 
whioh a subscaiber is registered 15 known as lus '"home** network. When a subscriber 
15 sends a tesct messag€> the message is always delivered in the first instance to an SMSC 
in his home network- This is the case even whea the subscriber is roaming on another 
network. The SMSC them queries the Home Location Register (HLR) of <he 
destination subscriber's network and the message is thea forwarded accordingly, 

20 The global address of the SMSC is noraially programmed into the subscriber's 
handset- This global addiess is intcipreted by Signalling Transfer Points (STPs) in the 
GSM network in order to deliver the message to the appropriate equipment. The GSM 
network messaging involved in delivering a mobile originated message to the SMSC is 
shown in Figure 1« 

25 

STPs in the home network can be re-programmed to divert all mobile originated Short 
Messages to an alten3i3tive equipm^ or group of equipments which can process Shoit 
messages before passing them on to the SMSC. This equipment then foorwards the 
message onto the short message service centre. In this way the SMS Router is able to 
30 inteiCBpt all SMS traJBSc arriving at the SMSC, The SMS Router is therefore m a 
positioit wheare it is able to implement any type of processing on the SMS message, fer 
example copying to an email axchive. This is shown in Figure 2. 
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Thfi lAol^e tmrnnsting oase i$ ijaiare -difficult because tbexe is no gitiafantee that in 
noimal oircutnstaDces mes&ages delivered to a subscriber's handset will pass through 
the subscriber's home xnatwofk St all. Sohxtion of tbds problem is 1h.e to ik^ 
5 inventioii. It is known that in order to deliver a message to a siibsGrib^j a queiy miist 
be madj& to tiie HLR of the subscriber's hoiue networic in order to detcamiae the 
current location of the subscriber. In the case of short messages this query is ]fcao^ as 
"send routiag information for short message" ox S]RI_SM. It is also known that STPs 
can be piogracomed to divert digaallmg messages to an alternative destmation, hi 
10 some cases it is possible to divert SIULSM messages (and the SRI equivalent messages 
to voice calls) withoiit diverting other types of messages, the present invention makes 
use of this diversion by sending SSI.SM messagies to the SMS Routor. 

Altemadvely, the HLR can be programmed to forward some or all SRI^SMS to the 
15 SMS Router, excludixsg diose amving ftom the SMS Router. The SMS Router is ttien 
able to r^ly to these queries on behalf of the HLE^ while also itself querying the HLR 
to determine the tnie location of the recipient HowevOT instead of returning the true 
location of the subscriber the SMS Router can tctutn its own location in the response 
to the SKIJSM. The effect of this is that the short message will be deliv€««d not to the 
20 siabsCTibtt but to the SMS Router. This is tme regardless of the current locations of 
dtb^ the send^ or the recipient. The SMB. Router is then able to implement any 
desned processing on the tsjct message for example archiving to email, before finally 
optionally forwarding the message onto the actual location of the subscriber as 
indicated on tilie HLR. This behaviow is illustrated in Figure 3 and the corresponding 
25 ladder diagiam in Figure 4. 

In Figure 4* the HLR query (2) is shown being made immediately the SRI_SM 
message arrives at the SNS Router. In praotice3 sinee the HLR response is not used 
until step (5), the HLR query may be delayed untfl after step (3), or delayed until after 
30 step (4). The reply may be sent before or after the HLR is qncriedp and before of after 
the HLR response is received. 
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Ths combined effect of using the presently known technique for mobile originated 
SMS and using the j^reseot inventian for mobile tfiamlnated SMS is iiiat all messages 
to and from a subscriber may be caused to pass fhiough an SMS Router befbre 
xeacbing their destination. TCtie SMS Router is capsOsle of acting on the coaitettts or 
5 addit:sses within the message to provide additional intoJligent fonctionalily in the 
network, sudb as message archiving or grooming. 

* 

Very similar techniques can be used for voice cajls- Instead of the SRI-SM message 
used for SMS, voice oaUs ar& delivered to the correct moMe station usuig an SRI 

10 message (Send Routibag inforauaiion) directed at the HLR. If the STPs are prograoimed 
to divert SRI messages to the SMS Router, flien the same principle can be used to 
cause incommg voice caUs to be diverted via* jSnr example, call scareeniag equipment, a 
recording equipment wbict could make a recording Ln the manner described in UKL 
Patemt application number 0034733.S, or any other enhaixced voice service. Outgoing 

15 voice calls may be diverted to the equipment by known techniques, for example the 
use of short dialling prefixes. 

It is recognised that the above descadption, which is substantially in common with GB 
0128721,& does iiot adequately disclose the benefits and techniques of privacy tbat can 
20 easily be ofiisred by a netviroik tiiat iroplemenis that invention. 



25 



30 



Text message delivery is unique in that messages are stored in Service Centres 
(SMSCs) in the seiod^'s network If the sendCT is a subscriber of a foreign network, 
then the message is stored in an SMSC outside of the recipient's network. In the 
normal course of message delivery, the foreiga SMSC queries the recipient's HLB., 
and obtains the redpients IMSI and current location, or an uadication that the 
subscriber is *>seiit- This infoxmation may violate the recipient's desire for privacy, 
especially if he is travellmg* The described invention may be adapted as follows to 
overcome this privacy issue. 

In its simplest form, the redirection of the mobile terminated message to an SMS 
Router in the recipient's network provides privacy, in. that the foreign SMSC is always 
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told that the recipients ^location' is the SMS Router. No hafbrmation is thereforo 
provided to a foreign network that discloses the reoipienf s real locatiaa. 
GB 0128721.8 describes this teditection being perfonned in order to allow addition 
processing on the message, for example focr the pviposes of archiving or copying the 
S message, with optional forwarding of the message on to its originally inteaded 
destmation. However for privacy purposes, no additional processing of the message is 
required, since privacy is afforded by the act of rediirection. The redirected message 
wonld then nonnally be forwarded on to its origiDially intended destination, althoii^ 
other delivery methods could be used. Of course^ the two techniques of processing tod 
10 £b(nvaidmg can be combined, but this combination is mtiicipated by GB 012S721.3, 



In the simplest privacy scenario, the SMS Router takes delivery of an MT message 
from a foreign SMSC, but does not acknowledge it j^smediately. It then att^pts to 
finward it an to its intended destination by normal means. If that forward Mis, for 
IS example because the intended destination is not available^ th^ a negiative 
acknowledgement is sent back to the SMSC, and the usual Message Waiting and retxy 
mechamsms ^wiXL occur. If Ihe delivery is successfoU tiim the SMSC is acllmowledged 
(a late acknowledgement). 

20 The above scenario provides location privacy, but not absence privacy. Further privacy 
may be achieved by the SMS Router taking on. the role of a store in the home nd:^ivoxk. 
When an MT message is offered to the SMS Houter, then the router accepts it 
possibly subject to validity and number portability checks) and positively 
acknowledges the SMSC immediately (an early acknowledgement). The SMS Router 

25 then takes diarge of delivery, and stoxes any message itself that cannot be dehvered 
ixnmediately. Absence privacy is now achieved, because the destination always 
aj^eaors to succeed &om the point of view of the for^gn SMSC. 

There is a cliange in the behaviour of SMS delivery reports, since the sender wiU be 
30 informed that the message has been delivered once it has bem accepted by the SMS 
Router, but this is a side effect that is consistent with the desired 'absence privacy'. 
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Further enhancements are possible flaat allow selective ^application of privacy lules. 
For example, when the redpisnt is travelling, he may wish to keep private that he is cm 
an aeEoplane by not disclosins the &ct that his phone is ewilehed off. Consequenfly the 
SMS Ejoutar could selectively use early or late admoirtedsament techniques according 
5 to rules. The rules could be provisioned by the subsciiber or conflgored by oflKT 
means, for some or all subscribers. 

The appUcation of privacy is potentially very nseflil, especially hi a saifiitive political 
climate, since the inadvertent disclosure of location or absence infoimation to a foreign 
10 SMSC could have security inQ>lica£ions for oedain phoiae users. 
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SMS 


Short Message Service of the GSM mobile telephone 

system 


SMSC 


Short Message Service Caatre 


SMS Router 


Bqmpment wbiclx embodies the inveniiorL and filters 
mSi responds to certain sigaalling messages- 


HUR. 


Home Location Register 
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Normal delivery of mobile originated message to SMSC 
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Figure 2 



Intmepted delivery of mobile originated message 
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Intercepted delivery of mobile ternuuated message 
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Figure 4 

l^dd^ ][>j[agram of Intercepted mofaile-'tenmnated message 



